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Customer Protection — Limiting Liability of Customers in
Un-Authorized Electronic Banking Transaction

CONTEXT

This Policy is framed on the regulatory requirements as enunciated by Reserve Bank of
India (RBI) vide their circular bearing reference: DBR.No.Leg.BC.78/09.07.005/2017-
18 dated 6th July 2017. This policy covers aspects of customer protection, including

the mechanism of creating customer awareness on the risks and responsibilities, and
customer liability arising in specific scenarios of unauthorized electronic transactions.
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Overview:

With increasing thrust on promotion of digital banking transactions and customer
protection, there has been an upward surge in the number of customer grievances relating to
unauthorised transactions, resulting in debit of their accounts maintained with the bank, due to
transactions not initiated by them through different kinds of electronic modes viz., cards,
e-com, POS, Payment systems via RTGS/NEFT, Mobile Banking, IMPS, UPI etc. This has
necessitated the review of various aspects of customer protection and criteria for determining
the customer liability in such unauthorised electronic banking transactions reported by the
customers and to frame a Corporate Policy in limiting the liability of the customers in such
transactions.

Purpose:

This Policy is framed on the regulatory requirements as enunciated by Reserve Bank of India
(RBI) vide their circular bearing reference: DBR.No.Leg.BC.78/09.07.005/2017-18 dated 6th
July 2017. This policy covers aspects of customer protection, including the mechanism of
creating customer awareness on the risks and responsibilities, and customer liability arising in
specific scenarios of unauthorized electronic transactions.

Scope:
Electronic banking transactions can be broadly classified into two categories:

(i) Face-to-face / proximity payment transactions (transactions which require the physical
payment instrument such as a card or mobile phone to be present at the point of
transaction e.g. ATM, POS, etc.) and

(i) Remote / online payment transactions (transactions that do not require physical
payment instruments to be presented at the point of transactions e.g. internet banking,
mobile banking, IMPS, UPI, card not present (CNP) transactions).

System and procedures for Safe Electronic banking
Electronic banking transactions are happening in a secure mode with valid credentials like Card
No., CVV, PIN, OTP.
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Appropriate measures to mitigate the risks and protect the customers against the liabilities
arising therefrom is ensured by various awareness programs implemented and bank keeps
creating awareness among the customers regarding frauds by displaying the notices, sending
SMS, publishing in websites etc.

Reporting of unauthorised transactions by customers to Bank

The Bank is committed to ensure safety and security of electronic banking transactions carried
out by its customers; and shall act upon the unauthorized electronic banking transactions
reported by the customers to the bank, based on the time of reporting, evidences and supporting
documents submitted along with the complaints.

As per the RBI guidelines any transaction claimed as unauthorized debit, customer has to report
to bank within 30 days to be eligible for compensation. The transactions which are not
intimated to bank will be deemed as undisputed.

Genuine and fraudulent transactions are differentiated on the basis of analysis of the pattern of
transactions on the basis of amount, velocity/frequency, geographical feasibility of the
transaction.

Registration of Customer Mobile Number and Sending SMS Alert by Bank
The Bank will ask the customers to mandatorily register for SMS alerts, while the email alerts
will be sent wherever registered by the customers. The bank will not provide fresh digital
facility of ATM Debit Card to customers who do not provide mobile numbers to the bank.

In the cases where customer reports unauthorized transactions in his/her account but SMS not
received due to non-registration of mobile number by the branch concerned, despite customer
having provided mobile number, then the branch is liable for such omissions.

Notification of unauthorised electronic transactions by customer to Bank
The Bank requires customers to notify the Bank about any unauthorized electronic banking transaction,
immediately after the occurrence of such transaction, as longer the time taken to notify the bank, the
higher will be the risk of loss to the bank/customer.

To enable this to be done in a smooth and efficient manner, the Bank will provide customers with 24x7
access through multiple channels (via Bank’s official website, e-mail, a dedicated helpline Number,
reporting to home branch in person during the working hours etc.) for reporting unauthorized
transactions that have taken place and/or loss or theft of payment instrument such as card, etc.
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Additionally, customer will be provided with various options/channels to block or Set Transaction Limit
in his Debit card, when he suspects some unauthorized transactions. Presently such blocking facility is
available to branches and also provided in Bank Application which is available in Play Store (Card
Safe), through Helpline Number, in mobile banking facility, etc.

On receipt of report of an unauthorized transaction from the customer, the Bank will take immediate
steps to prevent further unauthorized transactions in the account/card by blocking the card or relevant
channels.

As the CCTV footages are playing vital role in deciding the incident is fraud or not, branches have to
keep the working status of the CCTVs in good condition. Branches and Head offices to be held liable
for any non-submission of the required footages.

Branches to clearly guide the customers on the risk involved in sharing the credentials which lead to
fraudulent transactions by card cloning and data theft. However, the burden of proving the customer
liability in case of unauthorized electronic transaction shall lie with the bank.

Liability of a Customer of Bank in unauthorized electronic Banking Transaction

a. Zero Liability of a Customer
A customer’s entitlement to zero liability shall arise where the unauthorized transaction
occurs in the following events:

i.  Contributory fraud/ negligence/ deficiency on the part of the bank (irrespective of
whether or not the transaction is reported by the customer).

ii.  Third party breach where the deficiency lies neither with the bank nor with the customer
but lies elsewhere in the system and the customer notifies the bank within three working
days of receiving the communication from the bank regarding the unauthorized
transaction.

b. Limited Liability of a Customer
A customer shall be liable for the loss occurring due to unauthorized transactions in the
following cases:

I.  Incases where the loss is due to negligence by a customer, such as where he has shared
the payment credentials, clicked on a Link sent by strangers, and/or entered payment
credentials, and/or installed screen sharing application, etc., the customer will bear the
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entire loss until he reports the unauthorized transaction to the bank. Any loss occurring
after the reporting of the unauthorized transaction shall be borne by the bank.

In cases where the responsibility for the unauthorised electronic banking transaction
lies neither with the bank nor with the customer, but lies elsewhere in the system and
when there is a delay (of four to seven working days after receiving the communication
from the bank) on the part of the customer in notifying the bank of such a transaction,
the per transaction liability of the customer shall be limited to the transaction value or
the amount mentioned in Table 1, whichever is lower.

Table 1 - Maximum Liability of a Customer under paragraph (b)(ii)

Type of Account Maximum liability
()
e All SB accounts 10,000

e Current Accounts/ Cash Credit/ Overdraft Accounts of
Individuals with annual average balance (during 365 days
preceding the incidence of fraud)/ limit up to Rs.25 lakh

e All other Current/Cash Credit/Overdraft Accounts 25,000

Further, if the delay in reporting is beyond seventh working day, the customer liability
shall be determined as under:

The customer will bear the entire loss until he reports the unauthorized transaction to
the bank. Any loss occurring after the reporting of the unauthorized transaction shall be
borne by the bank. However, depending on case-to-case basis, Bank may compensate
customer an amount of maximum Rs 10000/- (Rupees Ten Thousand only) (if reported
within 30 days) irrespective of the fact whether there is single or multiple number of
transactions or transaction amount whichever is lower and the customer shall be entitled

for such compensation only once in the customer’s life time.

Overall liability of the customer in third party breaches, as detailed in paragraph (a) (ii) and
paragraph (b) (ii) above, where the deficiency lies neither with the bank nor with the customer
but lies elsewhere in the system, is summarised in the Table 2:
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Table 2 - Summary of Customer’s Liability

Time taken to report the fraudulent transaction Customer’s liability (%)

from the date of receiving the communication

Within 3 working days Zero liability

Within 4 to 7 working days The transaction value or the amount mentioned
in Table 1, whichever is lower

Beyond 7 working days and within 30 days Unlimited. (Bank may compensate a sum not
exceeding Rs.10,000/- ,Rupees Ten thousand
only)

The number of working days mentioned in Table 2 shall be counted as per the working schedule
of the home branch of the customer excluding the date of receiving the communication.

To determine the extent of a customer’s liability, the communication systems used by the bank
to send alerts and receive their responses thereto must record the time and date of delivery of

the message and receipt of customer’s response, if any, to them.

Reversal Timeline for Zero Liability/Limited Liability of customer

On being notified by the customer, the bank shall credit (shadow reversal) the amount involved
in the unauthorised electronic transaction to the customer’s account within 10 working days
from the date of such notification by the customer (without waiting for settlement of insurance
claim, if any). Banking Department shall permit such shadow credit for all digital channels
except AEPS, for which, Financial Inclusion Department will permit such shadow credit.

Bank may also at its discretion decide to waive off any customer liability in case of
unauthorised electronic banking transactions even in cases of customer negligence. The credit
shall be value dated to be as of the date of the unauthorised transaction.

Claim Process
Bank shall ensure that:

i. acomplaintis resolved and liability of the customer, if any, established within a period
of 90 days from the date of receipt of the complaint, and the customer is compensated
as per provisions of paragraphs — Liability of a Customer of Bank in unauthorized
electronic Banking Transaction and Reversal Timeline for Zero Liability/Limited
Liability of customer.
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ii.  where it is unable to resolve the complaint or determine the customer liability, if any,
within 90 days, the compensation as prescribed in paragraphs — Liability of a Customer
of Bank in unauthorized electronic Banking Transaction and Reversal Timeline for
Zero Liability/Limited Liability of customer is paid to the customer; and

iii.  in case of debit card/bank account, the customer does not suffer loss of interest.

iv.  acustomer shall be eligible for compensation from the bank only once during the period

of his/her banking relationship with the Bank.

For all disputed cases, customer shall be required to lodge a written complaint in his/her home
branch or send email to bank from email address registered with the bank, along with
supporting documents namely dispute form (Application), copy of the police complaint duly
acknowledged by the Police Department (copy of FIR or online Cybercrime complaint
mandatory for claims of Rs. 50,000/- and above. For amount less than Rs. 50,000/-, complaint
letter acknowledged by Police to be submitted) and other available evidence, within thirty
calendar days, from the date of giving first intimation of the fraud by him/her to the Bank.

Cybercrime complaint can be filed with LEAs (Law Enforcement Agencies) including the
respective Police Stations or through the National Cybercrime Reporting Portal (NCRP) at their
website: https://cybercrime.gov.in/ or by calling national helpline number 1930.

In case the customer is unable to provide the documents or there is a delay on part of the
customer in submitting the documents within the afore said thirty days, the Bank shall term
such disputes as unable to conclude and the liability of the unauthorized transactions in such
cases will remain with the customer only.

International E-com Transactions without 2FA

In case of transactions occurred on the account of the customer by means of the unsecured
Ecom transactions originated in the foreign websites without the Second Factor Authentication
(2FA), and when a customer claims that an unauthorized transaction, bank will shift the liability
to the merchant as per the consortia guidelines. The cases, only in which the bank has the
charge back rights with the consortia may entertain the customer for compensation on the
amount claimed as unauthorized. In such situations bank will reimburse the customer to the
extent of amount received in the charge back claim on a particular transaction. Where the bank
has no charge back rights will not entertain such claims.
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Cash withdrawal from non-EMV compliant ATM Machine

In case cash withdrawal is made from non-EMV compliant ATM Machine and the transaction
is reported as unauthorized by the card holder, bank will shift the liability on the Acquirer Bank
by raising charge back under EMV Liability Shift as per consortia guidelines.

Discretionary Powers
As a measure of our Bank’s commitment to speedy customer service, the customer will be
compensated to the extent of amount where unauthorized electronic banking debits have taken

place in the customer’s account, after getting necessary approval from the appropriate layer of
authority or BOD.

Communication of the Policy

The Bank shall provide the details of this policy in regard to customers’ liability formulated in
pursuance of RBI directions at the time of opening the accounts. Bank shall also display its
approved policy in public domain through Bank’s official website for wider dissemination.

Reporting and Monitoring Mechanism

Customer liability cases shall be periodically submitted to the Nodal Officer (CEO) of the bank.
All such transactions shall be reviewed by the bank’s Nodal Officer. The reporting shall, inter
alia, include volume/number of cases and the aggregate value involved and distribution across
various categories of cases viz., card present transactions, card not present transactions, mobile
banking, ATM transactions, etc.

In BOD Meeting shall periodically review the unauthorized electronic banking transactions
reported by customers or otherwise, as also the action taken thereon, the functioning of the
grievance redressal mechanism and take appropriate measures to improve the systems and
procedures. Internal auditors will review such cases settled under this policy during their
regular audit of the bank and their report shall include details of any deviation from the
directives stipulated in the policy.

Review
Policy will be reviewed and updated annually or as needed based on changes in technology,
regulations, or business practices by the Board.
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